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European Critical Infrastructure

European Directive n.
114 /2008 / EC

on the identification and designation of European critical
infrastructures and the assessment of the need to improve their
protection
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ECI Operator Security Plan (OSP)

The OSP will identify critical infrastructure assets and which security solutions exist or are
being implemented for their protection. The ECI OSP procedure will cover at least:

1. identification of important assets;

2. conducting arisk analysis based on major threat scenarios, vulnerability of each
asset, and potential impact; and

3. identification, selection and prioritisation of counter-measures and procedures with a
distinction between:

— permanent security measures, which identify indispensable security investments and
means which are relevant to be employed at all times. This heading will include information
concerning general measures such as technical measures (including installation of
detection, access control, protection and prevention means); organisational measures
(including procedures for alerts and crisis management); control and verification measures;
communication; awareness raising and training; and security of information systems,

— graduated security measures, which can be activated according to varying risk and
threat levels.
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England August 2004

Gudrun January 2005 (Sweden, Norway, Finland, ........ )
Kyrill January 2007 /Germany, Austria, Ceck, ........ )
Klaus January 2009 (France, Spain, ....)

Wolfgang July 2009 (Switzerland, Poland, .....)
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Toulouse (France) September
2001

Liege (Belgium) October 2002
Priolo (Italy) April 2006
Coryton (UK) October 2007
Viareggio (Italy) June 2009
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http://www.thelocal.de/gallery/news/417/11/

 United States September 2001
 Madrid (Spain) March 2004
Londra (UK) July 2005
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http://www.google.it/url?url=http://www.fattidicronaca.it/articolo/allarme-terrorismo-a-new-york-e-washington-minacce-di-attentati-per-l-undici-settembre/3933/&rct=j&sa=X&ei=_b9xTsXnEoTl4QT9xZW-CQ&ved=0CE0QpwIwAg&q=attacchi+terroristici&usg=AFQjCNHS9pNaiOdDufChOUSxQYlPeQZy7A

US - 2006: Hacker penetrated the
Water Filtering Plant’s production
system

Estonia 2007: Including banks,
ministries, newspapers and
broadcasters organizations

Poland - 2008: City's SCADA
Tram System

Iran- 2010: Stuxnet
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http://www.google.it/url?url=http://www.guardian.co.uk/uk/2011/sep/14/cyber-crime-confusion-costing-billions&rct=j&sa=X&ei=w8BxTqr0IpCO4gS2reyFCQ&sqi=2&ved=0CGYQpwIwAw&q=cyber+attacks&usg=AFQjCNFh95pGVYl2m_7-i_VA0ZHG9ilhdg
http://www.google.it/url?url=http://www.siliconrepublic.com/strategy/item/23585-hp-unveils-new-suite-of/&rct=j&sa=X&ei=w8BxTqr0IpCO4gS2reyFCQ&sqi=2&ved=0CIIBEKcCMAQ&q=cyber+attacks&usg=AFQjCNEA9B7sMrUa_uvdSoJigyNtyAGFWg
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Cyber Threat Trends
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Lipson, H. F., Tracking and Tracing Cyber-Attacks: Technical Challenges and Global Policy Issues, Special Report CMS/SEI-2002-SR-009, November 2002, page 10.
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How to decide what to protect

No Organization has enough resources to protect all their potential
targets to the extent that it would like. The dictum of Frederick the Great,
“He who defends everything defends nothing”, remains relevant.
Threats are not the same as risks. Separating the two requires
Organization to perform risk analysis, a process of distinguishing among
the things that absolutely must be protected from those that can be given
less attention. The process of risk analysis shall be based on risk criteria
relevant for the Organization.
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Threat: Any person, circumstance
or event with the potential to
cause loss or damage - includes
motivation, actor, intent and
apabilities

Vulnerability: Any
weakness that can be
exploited by an adversary
or through accident. Ease
of exploit, exposure,
impact, deployment

 /

ynsequence

Consequence: The amount
of loss or damage that can
be expected from a

The RIS k Equa tion successful attack.

Risk = Likelihood (PA) x Vulnerability (PsA) x Impact
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Large The Risk Equation Large

Identify Analyze
Threats Vulnerabilities

Threats x Vulnerabilities

Risk= X Impact
Countermeasures
Large / / Large
Security Evaluate
Requirements Consequences
Minor Minor
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A Critical Infrastructure is not only made of

technologies but especially of people, processes and

organizations.

The Risk Analysis and Risk Management must take in
consideration all these components, plus cultural

background, to be complete and successful.

Organization

Technology

Organization, rules

; Work Command and
Operatlons Instruction Control System
Management

Problem

Reports
Information Automated System

Controllers Management
Technology
Database
Telecommunication SATELLITE LAN
Network
GSM-R WI MAX TETRA WAN
Physica| Transport net Train
Infrastructures
Energy net Energy production plants

AIIC (14)




ldentify Hazards

Technical failures
Human failures
Natural hazards
Terrorist attacks
Sabotages
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Analyze Vulnerabilities

Technical elements
Human elements
nformation systems
Processes
Organization
Location
Concentration of Cls
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Evaluate Consequences (Impacts)

Severity of impact (human loss, economic,
social)

Incident Management Preparedness
Continuity of Operation
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Countermeasures Definition Process

Stakeholder analysis and ,yulebase®

Goals of the grid Stakeholders® Official rules, Norms and
company expectations laws, etc. standards

v

: . Formulation
Privacy and security goals .
principles
Risk Requirements Considerations
analysis Jwhat"to protect? and choices
Measures

how"to realize it?

More information: http://www.netbeheernederland.nl/Content/Publications/Publications.aspx - Privacy and Security of AMI (main document)
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http://www.netbeheernederland.nl/Content/Publications/Publications.aspx
http://www.netbeheernederland.nl/Content/Publications/Publications.aspx

Conclusions

*» Cl Risk Analysis is a multi-dimension multi-disciplinary
challenge and needs to consider not only Technical Failures
but also Human Failures, Natural Events, Terrorism,
Sabotage, .... among all the possible Hazards

** Risk Analysis should be mandatory before to assume any
Countermeasures, but it is not the only factor influencing
“what” to protect and “how” to protect
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