Assumptions

A 'Vulnerability Scale' may be defined, based on the
assessment of the system state in the (U, V)-space. Obviously, such a
- definition is not univocal. One possibility, hereby adopted, is:

Measure the Vulnerability Index by the Euclidian distance of the
w state (U,V) to the cusp line in the U>=0, V>=0 region of the (U, V)-plane.
b) Normalize the index such that, everywhere on the cusp line, including
its V --> 0 portion, the Vulnerability Index be equal to 100,
that is - reach its assumed maximum.

Thus, if D is the said the Euclidian distance to the cusp line, then the
. 'Vulnerability Index', Vscale, on the 0 — 100 - 'Vulnerability Scale’- is:

Vscale = 100(1-D/15), where the (U, V) field has been conventionally limited
to0<=U<=15,0<=V<=15.




Analytical Approach to QVA




The Vulnerability Equation of State
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VULPET VARIABLES AND RELATED ISSUES

The Vulnerability Index

The Vulnerability Index is a measure of the distance of the point-state of the system in ts (U V) space

to the cusp line - the limit for the Intolerable Vulnerability', or red’, basin. While more anahytical details

may be obtained from Section 10.5, that also explains the notion of '‘Residual Vulnerability', the following are
noteworthy at this time

The meaning of the grades for Vulnerability Index is as follows

== Grade Definition

Vulnerability Index 15 low
and theraby system stability 15 considered high

Vulnerability Index takes a median position in the 0-100 range

Medium and thereby system stability is considered tolerable

Vulnerabilty Index 1s high
and thereby system stabiity is considerad low

The grades are based on compansons against peers within a defined industry segment
Guidelines specific to those industry segments are being used in the assessments




The Vulnerability Matrix

The Vulnerability Matnx field of values 1s spanned by two aggregated indices, generated from plant indicators
and relating to the Vulnerability Index (see 10.1) - and thereby to the U and V vanables. These are

(i) the System Deficiency Index (U), and

(i) the Management Deficiency Index (1-V)
A pair of such indices features, at any time, the vulnerability stale {condition] of the plant and corresponds
to a ‘point-state’ in the field of the matnx

The analytical manner of building indexes U and V from hosts of indicafors of [u], and [v] types. respectively
15 denved from the Fuzzy Set theory of impact indicators, and i1s explained at some length in the chief reference paper
readable at code’s runtime from the Vulnerability Assessment Machine' module - the ‘Help’ menu

The appraisal of the winerability grades that result from such an analysis is based on comparisons against industry
standards within a defined industry segment. Guidelines specific to those industry segments are being used
in the assessments



Grade Definition

Expectation exceeded

Minor or insignificant deficiency (-ies) may exist

Strive for perfection or proactive behavior exceeds compliance

Best in class, or exemplifying some of the best practices in the industry

Equivalent words: Good, Above standard.

« Most expectations met

+ MNoteworthy deficiencies (-y) exist(s)

e Comphance secured

« Acceplable standards ewdenced, yet with room for improvement

Equivalent words: Adequate, Standard.

Expectations partially met
Significant deficiencies (-y) exist(s)
Reactive behawor, leaning towards doing the minimum

Some areas are below the standard of current day practice, with considerable potential for
improvement

Equivalent words: Fair, Below Standard, Improvement needed.

s Expectations not met

+ Critical deficiencies (-y) exisl(s)

« Defensive behawvor, culture of ‘cutting comers’

+ Embodies few or none of the standards expected, of cument day practice, with major
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VULNERABILITY INDEX and RESIDUAL VULMNERABILITY.
Deafining the Vuinerability Index, Vinde s, as
Vindex = 100[1-415],
with d lhe distance of the system's point-state to the cusp
and 15 - a graphics scale factor. hae as a result, inter alia.
the fact that even when the system (s at its best (all indicators Femperatars gar 303 |
at zera), the relative position af the point-state to the Cusp is L= | [ «=1 |
suchthat Vindes may not reach its zero-value - this depending
on temperature’. SYCTTM VI UTRAT (TY- ACCTPIAMT |
At 273 K, the Residual Vulnerability is 0.25. WULIERASILITY IIOEX (1 W05 0% 'i




| fymam Descsmay 003 | | Mragamans Dty 007 | | Symem Dutasmray 873 | [ nmagunsrn Dtey 077 | | ymem Butiomsay 008 | | Managumarn Droy- 078

vt it mann v accrr ] svari v e 17 maccar am - | TV TR
[ v wors v veve YL

S—

S

Effect of different Indicator Renge Offsets: 7.75 (defaull), .75, and9.75
CUbserve relatrve postion of extreme# poant stats (the stats system cavmiof go barord |, even of all
scores are al thewr worst, 16, 3) and mnstability area




The 'Residual Vulnerability'.

aightforward and indeed ‘graphical’ explanation on why, when ALL indicators are at their bast
d by the Swiss Re wisdom on the matter of plant condition, the Vulnerability Index may happen
zero value. Mlease read carefully the insets

As a genaral remark, the lower the temperatura, the higher the vuinarability - even the residual one - which 1s consistent with the
physical analogy on which the model rests, implying that at lower temperatures the cooperaliv & (that play a leading
B part in the onset of system's instability) are stronger

The 'Tolerability' - a Stakeholder's Privilege.

n Tolerabilty' - a vanabla which
that it ailr--
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The VULPET Implementation of the QVA Model.

The genenc concept of the quantitative vulnerability assessment (QVA) employed with VULPET 15
descnibed in section 4.1. The adaptation of the genenc QVA model to the analysis of vulnerabilities in

petrochemical plants, and in a manner relevant to the reinsurance business, has required — in the QVA
termunology:

a) The defintion of appropriate vanables underlying the (L[¥, ) space of most probable states of the
system (the cuspdal foul), and the Vulnerability Matriz, respectively. VULPET has adopted
o A System Deficiency Index, named S, relating to model vanable U, and spanning the y-
cartesian axas,
» A Marnagement Deficiency Index, named A{, relatng to model vanable V, and spanning
the x-cartesian axs.

b) A proper choice of the onigin (S =0, Af = 0) i the model’s (U[F) plane, gmded by the prninciple
that, whenever either S of M are incremenied the syslem vulnerability should increase — a
pnnciple of common sense, consistent with the notion that 5 and A are deficiency-relating indexes
(the hagher a deficiency, the higher the vulnerability). The choice S= U M= "+ | was found to
sahsfy the terms above, which places the sad ongm, 5=0, M=0, at model’'s U=0, V= -],
respectively. Consistently, the two extreme cases of wulnerabilty allowed by the VULPET
inplementation of the QVA method are as rendered in Migure 42.1

c) The defintion of appropriate sets of indicators featuning the internal (system) wanables
contributing in the construction of the S wanable (the ‘[u]-type mdicators’), and the external
(influence) vanables contnbuting i the construction of the M vanable (the [v]-type ndicators)
VULPET comes with two sets of mndicators, each i two versions:

o A ‘short’setl, of 26 indicators, without and with mdicator mterdependence, respectively,
and

o A ‘long’ set, of 105 indicators, without and with indicator interdependence, respectively.

The VULPET code takes the long set with interdependence as the default




THE DEFAULT SET, REDUCED, interdependence considered

B B B B B

1-0. Environmental Perils

External Perils [u]
Natural Perils [u]

2-0. Infrastructure Integrity

Flant Layout [w]

Process Control [ul

Feocess Hazards [+w]

Loss Prevention [u]
Scability of Production [v]

3-0. Process & Equipment Integrity

. Maintenance [wv]
Inspeccion [v]
Managenent of Change [u]
Contractors [u]

4-0. Operation

4-1-0. Safe Work Practice [u]
4=2=0. Workforce [v]

4-3-0. Permit to Work [u)

4-4-0. Operating and Emergency Procedures, FelDs [v]
5-0. Risk Management

5-1-0. Incidents [v]

5-2-0. Safety Hanagement Audits [v]
5=3=0. Process Hazard Anaslvsis [v]
5=4=-0. Emergeancy Flan [v]

6-0. Organization

6=1=0. Organization Integricy [ul]
6=-2-0. Communication [u]

7-0. Commitment to Safety
Safety Cul ture [v]
. Safety Awareness of MHanagement [u]

7=1=0

1=2=0

7-3-0. Safety Awareneszs of Workforce [u]
T=4=0. Housekeeping ¢ Ergonomics [v]

8-0. Organisational Changes

g-1-0. Change Management [u]



THE DEFAULT SET. COMPLETE. interdependence considered

1-0. Environmental Perils 3-0. Process & Equipment Integrity
1-1. External Perils 3-1. Maintenance
l=1l=1. Sefuricvy and IT threacs [u] 3-1-1. HTER . MTEF .‘.ﬁﬂl‘,"ilﬂ (%]
1-1-2. Chemical plants/refinecies [u] 3-1-2. Backlog of WO [v]
J=1=3, Clamp list [w]
7.2. Natural Parils F=1=4. Per cert of breakdoun mainternsnce [v]
3=1-5. Mmber of lesks, spills (crend) [wv]
1-2-1. Esxtrems weather conditions [u] i:i:g ?ETTE&;:.:FTETHS . 1A
1=2=2. Windscorm/Huricee/Tornado [ul
l=2=3. Flooding/Teumami [u] )
1=2-4. Avalanches/Landslides /Volcanic activicy [ul 3-2. Inspection

. Batklog of inspections of FEV, vessels,. elbows [ul
Resources [wv]
Inspection program |v)
Trending of data [vw]
Tremd of budges [v]

2-0. Infrastructure Integrity

2-1. Plant Layout

fa) G 08 G
|

g O
i

1 i G0 P e

Z2=1=1, Betuvgsn undt spacing [w]

=iy Within it layont: fw) 3-3. Management of Change

2=1-2. Fireproofing [u]

=] =4, Dradroges’ 11 eral [u]

2_1-E. P;;d g:&fi:‘:‘t-l{;ﬂrv; - d=3=1. HMOL (permement, cemporary, varisnce) [u)

Z2=1=&, Earthguake desiogn [v] : 3

2-1-7. Mecallurgy for purpose (Hy, sour crude) [u) 3-4. Contractor, Third Party Services

2-2. PfﬂEEES Eﬂ'ﬂﬂ'l‘:ﬂ a=d=1. Aréa and axcent of subcontractian [v]
J=4=2. Seleccion [wul

Z=2=1. Control room [wu] 3-4-3. Traiming [u]

4-0. Operation

4-1. Safe Work Practice

d=-1=1. LOTO [wu]

4-1-2_ Hot tap [u]
4-1-3. Shift changes [ul
d=l-4. Blinding [ul




Calibrating Models for Vulnerability
Assessment

The mterplay of the mode! control parameteres explamed in sechon 4.2 favors one essenhal operation
m making VULPET a meammngful tool of petrochemical plants vulnerability assessment: the
caltbration

Calibrating means to set (i) the Temperature; (i) the Indicator Range Offset; and

(iii) the UV-Constructor Function Exponents pU and pV so that, for known vidnerability
concitions of reference planis and the respective indicador scores, the point-siale of the
systen fall in an approp ricaie pkice in the Vidnerability Matric Field spanned by the Systemn
Deficiency fndex, 8, and the Managernent Deficiency fndex, M.

The assumphon underlying the model calibration 15 — as usual 1n the modeling and measunng trade —
that,

Once a sufficient nurmber of auses are well representad, in average, by an eskiblished set of
model control parameters like the emperature, the offset, and pU and pV, one miy assiime
with an accepiable degree of confidence that the model is able to determine with a
sufficient accuracy the Vidnerability Index, and condition (accephkible, tolarable,
unaccepkible), of any enterprise that came under assessors’ serutiny and heas been praperly
scoredl.

Mumerical experiments conducted with VULPET on a senes of cases on record with Swass Re has
resulted in the followang terms of caltbration
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1.0 Systemn Deficiancy Index

Managernent Deficiency hlex 1.0
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A Meta Database - CIA Facts
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Europe’s Pipeline War
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VULHERARILITY EHGINEERING FOR CRITICAL INFRAS TR TURES

USELECT COURTIRY A », VULHERABILITY MAP
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Tangibles







Intangibles:
URBAN REGENERATION IN TURKMENISTAN




The Basics of the Concept

N a= sustainabiliy indicator
qualitative
valuation ualitative / subjective

(e.g.. subjective
customer value

[ customer
satisfaction)

3 AEj LT b

< orgamisational
effectiveness in
satisfying
customer
demand and
meeting
customes
expecranons

"

monetary/quantitative valuation (e.g. cost, profit)
- I__Ju"!._'l.l-.,?llll'."iﬂ]'lf.ll'|.,—:‘|r Eﬂ.l'l;".ll,—?.l']‘t'.'j.l' n -l'h‘l'n"u'j{'“'r!} ressources




Vector Aggregation and Drilldown Analysis
(Example: Automotive R&D)

subjective
customer value

(of the product)

= R&D
effectiveness

—

En gine.

qualitative | subiective

.

Brand / Image

Functionality

Chassis

°r m'[rﬂl A Tr .

“TeTy NNy

R&D expenditures / input ressources
= R&D efficiency




subjective
(intangible) view

intrinsic value
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use value ol —
investment for
investor A
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book value price investor A

is willing to pay

objective [financial) view pTiCE




ASSESSING THE INTANGIBLES - THE METHOD
RASSIMPT TONS /FOUNDAT TONS

1) ENERGY SECURITY {of Project) = VSLIM[ENERGY SECURITY (of Froject Player)

VSLIK — vector surn over all Project Players

2] ENERGY SECURITY (of Project Flayer) = PROFITABILITY (secured by Player) ¥’ OPERABILITY (secured by Player)
carteman procuct
<

algebraic sum over scores {-10 1o 10) assigned to T-as=ets by brain tanks

3] PROFITABILITY (secured by Player) = SUM [TANGIBLE (T) ASSET =

4] OPERABILITY (securad by Playver) INTANGIBLE (I) ASSET: =] |

to 1U) assigned (o |-assets by bran tanks

5) TANGIBLE ASSETS - Facthook (e.g. ClA Factbook) Nurnerc Country icators {e.q GOPfcapita, pipeline lengths., )
INTANGIBLE ASSETS - Factbook (e ClA Facthook) Verba ourntry Indicatars (e.g. governance, religions. ..




Dealing with a Matrix for Tangibles /
Intangibles

» PROJECT SECURITY ASSESSMENT, by PLAYERS
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Assessing the Intangibles

W EOIT DB SO

by A V. Gheotiive. Battes Oy, Marfny
£ O Vasary, Ru Assooirde, Seorawol

* PLAYERS
* ASSETS

st Old[dminionlNIVERSITY

Batten Chair of Systems of Systems Engineering

* ASSESS COUNTRIES BY SYSTEMS

® ARSERS PROJECT BY
* Close Program

ODU-ONLINE

Assessing the Intangibles
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Assets Featuring Player
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Aszet Value Systam Type Category

The procipalites of YWallachia and Moldada - Tor centuries under the suzeraimy of the
Turkizh Dtteman Empre « secured thelr autanamy in 1858 they unded 1 185% and 2 f
years later adopted the new nams of Romama. The country ganed recognaicn of s
indapendenca in 1876 A peangd thar saldlizd Powas n Workd War | and acquired new
temritoies - oSt noiably Transyhania - following the conflict In 1940, Rlomarea alied
yith the Axis powers and paticipaled in the 1941 German iwas on of the USSR Threa
Background years ater, overrun by the Soviels. Romania signed an armistice. The post-war Smaet HISTORY y i 1065

occudation led to the formation of @ Commiunist “people’s republic™ in 1347 end tha
sbdicatian of the king. The decades-ang rule of dictator Nicolas CEAUSESCU. who took
power in 1063, and his Secuntede police statle becames increasingly oppresasye and
draconian theough the 19808 CEALSESCU was everhrown and axeciied in late 1983
Forme Cammumsls dominsged the pgovammeant Ll 198 when Lhay ware swapl froam

AT

power Romaria joined NATD in 2004 and the EU in 200
Lo ey Southeasern Ewope, bardenng the Back Sea, bobveen Bulgaria and Ukiaing MNATURE \ 1 75

pgraphic — r
',J_i':_.-__jl_?g__z: LR00M 2500E MNATURE fl i 45
L L LPLALLEE

ldag refersnces Eurcpe MATUME t 1

Area 1oial 237502 2q km NATURE fi ! 237500
land 230343 aq km HATURE n | 330240
7160 3g km MNATURE n t 160

slightly smalier than Oregon MATURE i

P & b




adipe i Ramanian DEMOGRAPHY
Ramanian &% 2% Hs rian & 6%, Foma 2 5%, Ukrasnisn 0.3%, Gemman 0039 r o ]
1anian B% 5%, Hunga ma £ g - . DEMOGRAPHY

Ruzzian 0 2% Turkigh 0 2%, other 0 4% (2002 census

Eastem Orthodox (incleding all sub-denaminaticns} 86 8%, Protastant {vanoues
Rlabguens denommatians Inc wding Raformate and Pentecostal) 7.5% Roman Catholic 4 7% othas CULTURE
imostly lMushm) and unspecidfed 0.5%, none 001% (2002 census
LENQY30as Romaman {official), Hunganan, German CULTURE
age 15 and owver can read and vwnte CULTURE

a8 455 CULTURE

#9.1% CULTURE

9 9% (2003 85t CULTURE
a[wli30 ADMIMNISTRATION
comentipnal shod = T
it B Romania ADMINISTRATION

Crm

gcal keng farm MG SDMINISTRATION
Ramania ADMIMNESTRATICON
rapublic ADMINESTRATION

Bucharasi ADRMIMNISTRATION

44 26N, 26 06 E ADRMIMISTRATION

iimeg diffgrance UTE+2 (7 hours ahead of Washingion, DC during Standard Timea) ADMINESTRATION
RRIgNL SN0 ImE +1hr. begins last Sunday i March; ends last Sunday in October ADRIMNSTRATION

47 counties [judee 8 neguiar - juoe and 1 remcipaling® imunic piu), Alba Arad, Ames

Bacau, Buhor, Besinta-Masaud. Botosani, Braila, Brasov, Bucurest (Bucharest)”. Buzau
iministigtng Calaras), Caras-Sevenn, Cluj, Constanta. Covasna, Dimboata. Dalj, Galati, Gor, Giurgid
gr810ns Harghita. Hunedaara, lalomida. lasi Iifor, Maramueres, Mehedsrti. Mures. Neamt. Olt

Prahova. Sala. Satu Mare. Sibiu. Sucesva, Taloarman, Timis. Tulcea, Vasiui Vilcea

]

ADMIMNISTRATION

4]




%, Gamany 14%, Rizsia 8.3%, France 6.6%

{2005) ELE

T 8

27.88a0 (2006 a3t | ECONONY

42 Theld (2006 est ECONCMY ] |

RaL ECOMNORY ! i ] 4 BN

g par LES dollar - 284 (20060 3 (2005). 3 (2002) 3 (2003} 3 (2002 ECONOMY ! i T 34
camandar yeal ECONONY 5 i 14 419

439106 (2005 IMNFRASTRUCTURE n i i1 751e6 237

13, d54eb (DU IMEHASIHUGIUKE n | 1. d34er 14U

rapedly improning domestic and intemational serice, especially in wireless telaphony  INFRASTRUCTURE I BT 374

dl SSSaSSmMET
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809 of telephone natwork & sutomahe, bamizaton in 2003 B ransfarming
lalecommumcstions’ thare has bean J11% grawth e inas with a panelratoon rale . |
58% of hnusesholds: netnn-wats vareless ganare |\ greang evan fastar with fmor majoe

INFRASTRUCTURE n | a0 T.04

atalgal-F1El

providers and a panetration rate of K
cauntry code - 40; saaline earth stateon - 10 (ntalsal 4) degial, miamational, direct-dial

: i L g INFRASTRUCTURE & 136 iy a0
exchanges oparate in Bucharest (2005 ;

AM 40 FM 202, shartw 1993 INFRASTRUCTURE . el 3.83
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carity - LD,

carity - MOLERATE.
CArIcYy - POCE.
cuarity - UNACCEPTAELE

1i ocod Profitability and Good Operability. 5
iey 2; Poor Profitability and Scod Operability. &
3! Good Proricabllity and Pcor OoarabllICy. &
¥ d: Pecor Profitability and Pror Operabiliby. S

» Assessment oy INFRASTRUCTURE SYSTEM - Bomania

. Profitability Index of INFRASTRUCTURE: 0.26
| - Operability Index of INFRASTRUCTURE: 0.36 \z




» Assessment by CULTURE SYSTEM - Romania

. Profitability Index of CULTURE: 0.05
- Operability Index of CULTURE: 0.30 =l




ASSESSMENY BY COUNTRY as a SYSTEM OF SYSTEMS - Romania

Systems contributing (v. above):
Inrrascructura;
Economy
Nature:
Demography:
Administration:
Politics:

Defanse:
National Security:’
History:
Culture.




» PROJECT SECURITY ASSESSMENT, by PLAYERS

- Tier 1: Good Profitability and Good Operability.
- Tier 2: Poor Profitability and Good Oparability.
- Tier 3: Good Profitability and Poor Operability.
- Tier 4: FPoor Profitability and Poor Operability.
TS T T LT T T —
I—_:';i"'-l"‘-'—ll'\-—-— J-_L-Hd--‘llu —-':-E = E -
Fi By = = = = n A A A
*» AZerpgallell: V.£9 V.12
» Russia: 0.28 0.19
- et e - e A R
» UKTalNe: V.2 U.z2%
— AT ~ A o e
» OuUllgary. U.Us U.oU
-'--:r'i—'v-——! -, F ™ = 4B
-':';"-'I-n-n-----'-—--—-'::.- i - e
= ol Bor - - . - e T
#» CEIMMANY: U.ll V.20

Security - GOOD.
Security - MODERATE.
Security - POOR.
Security - UNACCEFPTABLE.

Combined Profitability

Combined Operability

Index of

Index of




The “Rolex Approach”

e Our borders can be guarded
as well as a “Perpetual
Oyster”, however one needs
a working Rolex mechanism
inside in order to manage

vulnerabilities.




Risk and Vulnerability Governance

! WIS AL ABILIIT

Governance > Sustainability
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Where Next?




